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C:slsers~dghXkeytool —genkey —alias gdca —keyalg RSA —keyszize 2048 —keystore D:
dca. jks
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keytool —certreq —alias gdca —sigalg SHA256withRSA —file D:\certreq. csr

~keystore D:\gdca. jks

C:“lUsersdghikeytool —certreq —alias gdca —sigalg SHAZS56withRSA —file D:certreq
—keystore D:“gdca.jks
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3. & Keystore X {FEARA

#H#N JDK ZEEHF NH bin H=, 1T keytool -list —keystore
d:\gdca. jks &) keystore XH(EE .

ersdgh*keytool —list —keystore d:“gdca.jks
eystnl-el;—ﬁj“'—"-ﬁgj:

2815-18-27, |PrivateleyEntry.,
L“'ﬁ (MD5>; SD:=58:CF:CE:=7C:33:54:F5:96:31:75:22:FA:11:-FE:CY?

C:llsers dgh

4. BNIEH

1) FAMRIUEF

S NATK; GDCA TrustAUTH R5 ROOT. cer XM 4N cal. cer, F Pl LAMEDL
RFARTE B2 4+
keytool —import -alias cal —keystore D:\gdca. jks —trustcacerts —file

D:\cal. cer —noprompt

2) 8\ CAEF

S NEE GDCA TrustAUTH R4 Extended Validation SSL CA. cer Y GDCA
TrustAUTH R4 SSL CA. cer AR A ca. cer, H P A DMERCHHARE Z1d 12
47
keytool —import -alias ca2 —keystore D:\gdca. jks —trustcacerts —file

D:\ca2. cer —noprompt
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C:“lsers~dgh*keytool —import —alias cal —keystore D:i‘gdca.jks —trustcacerts —fil
e D:“cal.cer —noprompt
keystore ER

.I]:J_"—Ekeystnre EFI

C:“sers~wdghrkeytool —import —alias ca2 —keystore D:isgdca.jks —trustcacerts —fil
e D-“caZ.cer —nopronpt
i M keystore A9

;T—_keystnreq:l
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ST AR S 2R IE S0 testweb. 95105813, cn. cer (%N server. cer,
FA] DL BB SO HA R 5 1042 0 4 7 B B AT FH B A 44 7
keytool —import —alias gdca —keystore D:\gdca. jks —trustcacerts —file

D:\server. cer

C:“lzers~dgh>keytool —import —alias gdca —keystore D:“gdca.jks —trustcacerts —fi
le
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caZ, 2015-18-29,. trustedCertEntry.
63:CC:=D?:3D:34:35:5C:6F:53:A3:E2:08:7H:48:1F:B4
trustedCertEntry.

L.'.,___-'iiE (MD5>. 3E:DE:DB:4F:AA:B5:P2:A2:1C:7A:68:CA:A2:44:CHA:DA

gdca,. 2015-18-2%,. PrivateKeyEntry,

AL (MD5}; RAB:49:C4:PE:5E:51:F8:03:A4:AC:6E:64:E2:C1:5E:60

C:sersdgh>
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1. B2 & Tomcat(F1ERT &1 server.xml, PA&45 =K 2 )

SHCIE SN INUERIE ) gdca. jks X3 Tomcat 223 H 5% N conf H
5, [H ARG ZSFT T conf H & N server. xml 30, #EIFHAESR LT AAE

A
{Connector port="8443" - />
—>
BRINTH L T <Connector port="8443"---+-- /> WV REI, BLE I FAE“<1———>7

i, ARJE XS EA BT B, f X tomeat FRARIZL

1) Tomcat 5 iR As:

{Connector protocol="org.apache.coyvote.httpll.HttpllProtocol” port="443" maxHttpHeaderSize="8§192"
maxThreads="158" minSpareThreads="25" maxSpareThreads="75" 55LEnabled="true"
enablelookups="Falze" disablelUploadTimeaut="trus"
acceptCount="188" scheme="https" secure="true"
keystoreFile="con+/gdca.jks" keystorePass="%§%$Ei%f?;ﬂ
clientAuth="falsze" sslProtocol="TLS" />

2) Tomcat 6/7/8 7

<Connector port="443" protocol="org.apache.coyote.httpll.HttpllProtocol™ S5LEnabled="true™
maxThreads="158" scheme="https" secure="true"

keystoreFile="conf/gdca.jks" keystorePass="3(EE&E
clientAuth="falsze" sslProtocol="TLS" />

i

3) Tomcat 9 R4
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¢Connector port="443" protocol="org.apache.coyote.httpll.HttpliNioProtocol™
maxThreads="158" S5LEnabled="trus" keystanFi1E="cnn:fgdca.jkfﬂ
keystorePass="F{EEFIE" scheme="https" secure="true" clientfuth="false"
sslProtocol = "TLS" kevAlias="F.%E2&"/ >

BRI\ SSL 15 )i 17154y 443, 4o S Ad B Hofthog 05, 0448 75 B4 A
https://yourdomain:port H /5 X RVs [ 48 B1uk 55, B KBS ZE T IO N port o

2. Uy Al

JR&G 235 TS SSLUETS, W27 B B Il 2 e 8ibr &, 53 T
fEfE Mk BV SSLUE+S, WIVE2ske Va2 eaibnd, bS8 msgt, mr
K.

@ Apache Tomcat/5.5.26 - Windows Internet Explos

[
() [©- o] mps isanveb 951058130/ O A AR (ONI] 1| ¢ | x| [Q8 siro 5 -
) GSR(E) EE(V)  wEE(A) TR ERH)
e i | BB v p) SRESRE v ) Seves [H SE—T o
::memmmm,bm\zApmnamms‘:‘zs x| | - B -0 & - TEe) - #2E - TAO -~ @

Apache Tomcat/6.5.26 E
% " Apache Software Foundation
= http://www.apache.org/

_ If you're seeing this page via a web browser, it means you've setup Tomcat successfully. Congratulations!
Status

As you may have guessed by now, this is the default Tomcat home page. It can be found on the local filesystem at:
Tomcat Administration
Tomeat Manager

SCATALINA_ HOME/webapps/ROOT/index.jsp |

where "$CATALINA_HOME" is the root of the Tomcat installation directory. If you're seeing this page, and you don't think you should be, then either you're either
a user who has arrived at new installation of Tomcat, or you're an administrator who hasn't got his/her setup quite right. Providing the latter is the case, please

refer fo the Tomcat Documentation for more detailed setup and administration information than is found in the INSTALL file
Release Notes
Change Log NOTE: This page is precompiled. If you change it, this page will not change since it was compiled into a serviet at build time_ (See
Tomeat Documentation

SCATALINA_HOME/webapps/ROOT/WES-INF /web. xml as [0 how it was mapped.)

NOTE: For security reasons, using the administration webapp is restricted to users with role "admin". The manager webapp is restricted to
_ users with role "manager”. Users are defined in scaTaLINA_HOME/cont/

Lxm1

Home Page Included with this release are a host of sample Serviets and JSPs (with associated source code), extensive documentation (including the Servlet 2.4 and JSP

EAQ 2.0 APl JavaDoc), and an y guide to web

Bug Database

Open Bugs Tomcat mailing lists are available at the Tomcat project web site:

Users Mailing List

W . uiurl@om:a! apache. urgmrgsnsralqueshuna related to configuring and using Tomcat

apache.org f working on Tomcat -

b

o EIMESEA | Gapisst: B fa v ®100% -

(Tomcat 5 ti/HACH)
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indows Internet Explorex

IHE FEE EFW dmstw TAD #Hho

6@- |E netps oo s5105813. e NI e v e @'Live Search |le]-
o wmE | o B0 - g PR -

| tpacte Tomcat ] fhir - O s TE®- ®20- IR0 @-

Apache Tomcat 8
% Wpache Software Foundation

http://www.apache.org/

_ If you're seeing this page via a web browser, it means you've setup Tomcat successfully. Congratulations!
Stafus
Tomcat Manager

As you may have guessed by now, this is the default Tomeat home page. It can be found on the local filesystem at:

SCATALINA HOME/webapps/ROOT/index.html

_ where "$CATALINA_HOME" is the root of the Tomcat installation directory. If you're seeing this page, and you don't think you should be, then you're either a user who
Release Notes

has arrived at new installation of Tomcat, or you're an administrator who hasn't got his/her setup quite right. Providing the latter is the case, please refer to the Tomcat
Documentation for more detailed setup and administration information than is found in the INSTALL file

Change Log

Tomeat Documentation  NOTE: For security reasons, using the manager webapp is restricted to users with certain roles such as "manager-gui”. Users are dsfined in

SCATALTNA_HOME/ corf/tomoat-users. xml

_ Included with this release are a host of sample Servlets and JSPs (with associated source code), extensive documentation, and an introductory guide to developing
e web applications.

Home Page P
EAQ Tomcat mailing lists are available at the Tomcat project web site:

Bug Database

Users Mailing List
Developers Mailing List

« tomeat-users for general questions related to configuring and using Tomcat

RC + tomcat-dev for developers working on Tomcat
Thanks for using Tomcat! v
@ Internet £~ ®iooy -
) » 2
7N
(Tomcat 6 vy /i Z¢H)
& Apache Tomcat/7.0.40 - Windows Internet Explore: (eSS Eo >
(€]® [CHAC 2  F - O s EsAERoARAR N 5| 4 | X | B8 sing p -
XD ®EE FEY t@Ex=Q IBED #EmE
T W= ‘ s bR v 2 SEESKmEE v e sEwsE B EE—T . feunE
22| |E Apache Tomeat [ Apache Toment | @ Apache Tomeat/7.040 x | | B8 -0 @ - e 220 IR0~ @~
Home D: i Ci ion Wiki Mailing Lists Find Help 7
Apache Tomcat/7.0.40 > e Apache Software Foundation
http://www.apache.org/
Recommended Reading: SorrS e F
Security Considerations HOW-TO
Manager App
Manager Application HOW-TO ¢
Clustering/Session Replication HOW-TO jigstManagar
Developer Quick Start
Tomcat Setup Realms & AAA Examples
Eirst Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomcat 7.0 Documentation FAQ and Mailing Lists
restricted. Users are defined in
Tomcat 7.0 Configuration The following mailing lists are available:
SCATALINA HOME/conf/tomcat-users.xml Tomcat Wiki announce@tomeatapache.ort
[ Important announcements, releases, security
In Tomcat 7.0 access to the manager Find additional important configuration i (Low volume). &
VIR | ERiE: 2R %A~ R100% ~

(Tomcat 7 vi/HA¢H)
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& Apache Tomcat/8.0.28 - Windows Internet Explorer W ——— T . (= |
& () = - e hitpsiicsiven95105813an/ & - A resrsaEaoamas o] [ 4| <] (82 2re 2

XHE REE BV M=) IR0 #HE
JowmEE | s BB v B FRESMES v £ sEvsE M EE-T . weviE

|22]- | E Apache Tomeat @ Apache Tomeat | @ Apache Tomcat/g0.28 | B8 -0 @& - mEe- 220y IR0~ @~
Home D i Cor i Wiki Mailing Lists Find Help F
Apache Tomcat/8.0.28 Wpache Software Foundation
= http://www.apache.org/

Recommended Reading:
Security Considerations HOW-TO
Manager Application HOW-TO
Clustering/Session Replication HOW-TO st Manoast

n

Server Status

Manager App

Developer Quick Start

Tomeat Setup Realms & AAA Examples Servlet Specifications
Eirst Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help

For security, access to the manager webapp is Tomcat 8.0 Documentation FAQ and Mailing Lists

restricted. Users are defined in

Tomcat 8.0 Configuration The following mailing lists are available:
SCATALINA HOME/conf/tomcat-users.xml Tomcat Wiki ey e
- Important announcements, releases, security
In Tomcat 8.0 access to the manager Find additional important configuration (Low volume). &
-4 J AR | e B v R100%
) » b
7y
(Tomcat 8 17/ R¢HE)
& Apache Tomcat/9.0.0M1 - Windows Internet Explorer L d [ e i — _E‘@g
() @ le hups/icsinch 95105813.cn £ - O reEAERsRes (O] 5 [ 4 [ < | 3 aine o~

THE RRE FEVY wEEA IR0 #EH)
dowEs | o BIBWAR > B sEEskn: v B axves B ER—T ., tusdE

| @ Apache Tomeat/2.00M1 ] - - O - TEE- 229+ I50- @-
x % [ $5LHostConfig | &= 7 |[F) == ~ |
Home Documentation Configuration Examples Wiki Mailing Lists Find Help B
Apache Tomcat/9.0.0.M1 > "' Apache Software Foundation
http://www.apache.org/

I

™  Recommended Reading: Server Status
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